
How and why of
internet.nl
Sasha Romijn
sasha@mxsasha.eu



internet.nl genereert echt zoveel 
hoofdpijn omdat ze niet 

doorhebben hoe de echte wereld 
werkt.

— #nlnog, 2022
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ik ben blij met internet.nl
— #nlnog, 2025
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Sasha
Romijn
(she/they)

• Independent developer

• Internet routing/standards/
infrastructure

• IRRD, IRRexplorer

• RIPE open source wg co-chair

• Contractor for Internet.nl since 
2022

• Many other "hobbies"

• Personal ASN 213279

• Not the government
Sasha Romijn | sasha@mxsasha.eu | @sash@hachyderm.io | @mxsash.bsky.social



Platform 
internet-
standaarden
• AKA Dutch internet standards 

platform
• "increase the use of  modern Internet 

standards to make the Internet more 
accessible, safer and more reliable for 
everyone"
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Internet.nl • Testing tool for internet standards 
compliance

• not a security test

• Web server, mail server, client 
connection

• 2024: 1M tests

• Dashboard & API for certain 
groups

• 8M tests in 2024

• Open source, docker, deploy your 
own!
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zien jullie ook allerlei klanten 
vragen hoe ze ROAs moeten 

maken voor hun PI/PA space nu 
internet.nl erover 'klaagt'?

— #nlnog, 2022
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De enige keer dat ik bij huidige klant 
"ipv6" heb horen vallen was in een ticket 

"we moeten 100% bij internet.nl, en daar 
staat dat we eeh ipv6 dns of zo moeten 

doen, kunnen jullie dat even fixen?"
— #nlnog, 2024
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Internet.nl 
test areas

• IPv6

• DNSSEC

• HTTPS

• HTTP security 
headers+security.txt

• DMARC+DKIM+SPF

• STARTTLS+DANE

• RPKI
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But, what to 
test, to which 
criteria?
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Good or bad?
Domain has 3 NS. Two 
have an IPv6 address. 
One of those is 
unreachable.
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Good or bad?
Domain has 3 NS. Two 
have an IPv6 address. 
They respond, but only 
over TCP.
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Good or bad?
TLS 1.2 with 
TLS_ECDHE_ECDSA_WITH_AES
_128_CCM_8
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Good or bad?
TLS 1.1 with 
TLS_DHE_RSA_WITH_3DES_ED
E_CBC_SHA

Sasha Romijn | sasha@mxsasha.eu | @sash@hachyderm.io | @mxsash.bsky.social



Good or bad?
The web server IP is 
covered by one BGP 
announcement. There is 
no matching ROA.
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Good or bad?
• The web server IP is covered by two BGP announcements.

• The most specific route has a ROA.

• A less specific route does not.
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Who decides what we test?
Ideally, clear consensus with 
existing normative 
references. To some degree 
with local bias.
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References • IETF RFC/BCP

• CA/Browser forum

• Netherlands Standardisation Forum

• Comply-or-explain or 
Streefbeeldafspraken

• Dutch NCSC

• Dutch law

• Besluit beveiligde verbinding met 
overheidswebsites en 
-webapplicaties

• Industry convention
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And, must be 
possible to 
test:

• Remotely

• In reasonable time and resources

• Without special privileges

• Without harming the test target

• Consistently

. . . most of  the time
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(2021)



• 2025
• Based on BCP 195

• RFC 8996: Deprecating TLS 1.0 and 
TLS 1.1

• RFC 9325: Recommendations for 
Secure Use of  Transport Layer 
Security (TLS) and Datagram 
Transport Layer Security (DTLS)

• CA/Browser forum
• Existing work from BSI, NIST, NÚKIB, 

UK NCSC



Het is een van de latest 
internet.nl fads he. Groene 

vinkjes. DNSSEC, DANE, SPT, 
DKIM, DMARC, ... ;)

— #nlnog, 2024
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DNSSEC - 
RFC 4033 & 
more 
(2005)

• Domain Name System Security 
Extensions.

• Already has very wide support, 
misconfigurations happen a lot.

• We check whole chain, following 
CNAME.
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SPF - RFC 7208 (2014)
• TXT record.

• Which hosts can send email.

• Lookup limit!

example.com. IN TXT "v=spf1 mx a -all"

DKIM - RFC 6376 (2011)
• Email signatures authenticated 

through DNS.

• TXT record under selector key.

• How do we find your selector? 
We don't ;)

selector._domainkey.example.com. IN  TXT 
                     ("v=DKIM1; p=MI...AB")
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DMARC - RFC 7489 (2015)
• Builds on SPF and DKIM.

• Detailed policy on SPF/DMARC success/fail.

• Reporting options

_dmarc IN TXT "v=DMARC1;
  p=reject;
  rua=mailto:dmarc-feedback@example.net;
  ruf=mailto:auth-reports@example.net"
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Good or bad?
_dmarc.example.com. TXT "v=DMARC1; p=none; 
ruf=mailto:dmarc@example.com,ftp://ftp.example.com"
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DANE - RFC 6698 (2012)
• DNS-Based Authentication of  Named Entities

• TLSA records, forcing TLS.

• Optional in web, important in mail.

_25._tcp.example.org TLSA (
      3 1 1 30820307308201efa003020102020... )
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CAA - RFC 8657/8659 
(2019)
• Certification Authority Authorization

• Restrict issue of  certificates

mtg.ripe.net.       86400   IN  CAA 0 issue ";"
mtg.ripe.net.       86400   IN  CAA 0 issuewild ";"
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HTTP security headers
• Content-Security-Policy: allowlist of  various types of  content.

• Referrer-Policy: restrict browsers passing referrer headers.

• security.txt: security contact info.

• X-Frame-Options: CSP fallback for frame embedding.

• X-Content-Type-Options: disable content type guessing.

These are mostly recommended, i.e. no score impact.

Sasha Romijn | sasha@mxsasha.eu | @sash@hachyderm.io | @mxsash.bsky.social



Standards are 
not always as 
clear as we 
might hope.
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security.txt
> Section 2.5.2 contains the definition of the
> Canonical field. I am not sure how to interpret
> this in the event of a HTTP redirect?

It is vague intentionally as per section 5.2.
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Certificate Authority Authorization
RFC 8659 4.4. CAA iodef Property
http or https:
 The IODEF report is submitted as a web service request to the HTTP 
address specified using the protocol specified in [RFC6546].

RFC 6546
RFC6546: Transport of  Real-time Inter-network Defense (RID) Messages 
HTTP/TLS
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spftrace internet.nl
│   "v=spf1 a include:spfinc.prolocation.net ~all"
├── a → internet.nl (lookups: 1/10)
│   └── 62.204.66.10
│   not-match
├── include:spfinc.prolocation.net → spfinc.prolocation.net (lookups: 2/10)
│   spfinc.prolocation.net
│   │   "v=spf1 mx ip4:94.228.133.0/24 ip4:94.228.129.0/24 ip6:2a00:d00:ff:129::/64
│   │    ip6:2a00:d00:ff:133::/64 -all"
│   ├── mx → spfinc.prolocation.net (lookups: 3/10, nested: 3/10)
│   │   ├── vmx01.prolocation.nl
│   │   │   └── 94.228.142.130
│   │   ├── vmx03.prolocation.net
│   │   │   └── 94.228.129.7
│   │   └── vmx02.prolocation.nl
│   │       └── 94.228.142.131
│   │   not-match
│   ├── ip4:94.228.133.0/24 not-match
│   ├── ip4:94.228.129.0/24 not-match
│   ├── ip6:2a00:d00:ff:129::/64 not-match
│   ├── ip6:2a00:d00:ff:133::/64 not-match
│   └── all match result=fail
│   not-match
└── all match result=softfail
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Key 
challenges

• Many standards have rough 
edges.

• Many implementations are 
slightly wrong.

• People do strange things on the 
internet.

• We communicate to a widely 
diverse backgrounds.

• Some standards are essential but 
hard to test.
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"Easy"
• RPKI

• DNSSEC

• NS connectivity

• SPF

• DMARC

Medium
• HTTPS

• HTTP headers

• DKIM

Hard
• Mail TLS
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TLS has no method to 
communicate the 
config
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I definitely absolutely do not 
have rate limiting on my mail 

server, the test is broken.
— person who absolutely has bizarrely strict rate 

limiting on mail
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All our work is 
open source, and 
we try to give 
back to others.
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We are not
But we do appreciate, refer and 
cross-check.

• DNSviz

• Zonemaster

• IRRexplorer

• email-security-scans.org

• SSL labs

• RIPE Atlas

• NLNOG RING

• ...
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What if you 
don't like our 
tests or 
criteria?
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Internet.nl is not 
mandatory except 
perhaps partially 
for some scenarios.
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We are always happy to 
hear from you on 
question@internet.nl
Preferably with 
substantiated views and 
references.
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A
The entire government scores 100% 
on internet.nl, as everything runs 
on $BIGCLOUD, which meets all 
requirements.

B
All government mail is self-hosted 
through diverse providers but has 
DHE enabled on TLS.
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My future 
ideas

• Design refresh, less 2000s

• Technical debt, like an improved 
database design for more clarity 
and better debugging data.

• "Tests" for data location.

• Improved scoring model: better 
representation of  severity.
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Thank you!
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