
Collecting and analyzing
routing information with

NLNOG Day 2025
September 30, 2025, Amsterdam

Luuk Hendriks



2

BMP?



3

BMP, oversimplified

AS 1

BMP collector

BMP station

AS 2



4

BMP, oversimplified

AS 1

BMP collector

BMP station

AS 2
UPDATE
    0 withdrawals
    path attributes:
        AS_PATH 2 3 4
        NEXT_HOP 2.2.2.2
    NLRI
        3.3.2.0/24
        3.3.3.0/24



5

BMP, oversimplified

AS 1

BMP collector

BMP station

AS 2
UPDATE
    0 withdrawals
    path attributes:
        AS_PATH 2 3 4
        NEXT_HOP 2.2.2.2
    NLRI
        3.3.2.0/24
        3.3.3.0/24

UPDATE
    0 withdrawals
    path attributes:
        AS_PATH 2 3 4
        NEXT_HOP 2.2.2.2
    NLRI
        3.3.2.0/24
        3.3.3.0/24

RouteMonitoring
Per Peer Header: AS2



Store

BMP-in



Store

BMP-inBMP-in in/out/loc, pre/post



Store

BMP-inBMP-in in/out/loc, pre/post

BGP-in



Store

BMP-inBMP-in in/out/loc, pre/post

BGP-in

MRT-in



Store

BMP-inBMP-in in/out/loc, pre/post

BGP-in

MRT-in

HTTP API



Store

BMP-inBMP-in in/out/loc, pre/post

BGP-in

MRT-in

HTTP API

MQTT-out

File-out



Store

BMP-inBMP-in in/out/loc, pre/post

BGP-in

MRT-in

HTTP API

MQTT-out

File-out

roto



13

Introducing Roto



14

Introducing Roto



15

Roto: high-level feel, strongly typed, compiled

Syntax highlighting!
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Roto: high-level feel, strongly typed, compiled

Compiled! From Roto to Cranelift IR, to actual x86_64 (or ARM64)!
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Getting JSON out of Rotonda

● /api/v1/ingresses[?filter[type]=bgp|bmp|...]
Query for ingresses and their session information

● /api/v1/ribs/ipv4unicast/routes
/api/v1/ribs/ipv4unicast/routes/185.49.140.0/23
Query for stored routes per address family



48

Thank you RouteViews!
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Getting JSON out of Rotonda: simple filtering

● /api/v1/ribs/ipv4unicast/routes/145.100.0.0/15

?include=moreSpecifics,   # include, you know, more specifics 

&filter[ribType]=inPre         # routes in AdjRibIn pre-policy
&filter[rovStatus]=valid       # && only ROV valid
&filter[originAsn]=1133        # && originated by AS1133
&filter[community]=AS1103:9876 # && and contains this community
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Getting JSON out of Rotonda: simple filtering

● /api/v1/ribs/ipv4unicast/routes/145.100.0.0/15

?include=moreSpecifics,   # include, you know, more specifics 

&filter[ribType]=inPre         # routes in AdjRibIn pre-policy
&filter[rovStatus]=valid       # && only ROV valid
&filter[originAsn]=1133        # && originated by AS1133
&filter[community]=AS1103:9876 # && and contains this community

All filters are boolean AND’d

(More filters, includes and other options are described in the docs)
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Filtering JSON responses using Roto

● /api/v1/ribs/ipv4unicast/routes

?include=moreSpecifics,   # on /routes, this is default 

&function[roto]=hidden_hop     # use a roto function to filter
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/metrics

● Prometheus style metrics, enabling for monitoring and alerting
● Built-in Rotonda-related metrics

– Soon to be overhauled
– Some of the metrics might currently be off, don’t trust these blindly

● and of course ...
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User-defined metrics via Roto!
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Open-ish question

● Streaming out at high volume
– Kafka, though what should the schema look like, exactly?
– Any other alternatives? What would be a good fit for you?
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Concluding, Rotonda today

● Ingest and store high volumes of routing info in memory
● IPv6/IPv4 unicast (and multicast)
● Interaction via HTTP JSON API and minimal web UI
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Rotonda $tomorrow

● Non-unicast address families
– e.g. L3VPN, FlowSpec, (BGP-LS?)
– ADDPATH

● Expose ASPA to Roto
● Persistent storage to disk
● Interaction via CLI
● YANG-based configuration 
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Give it a go now

● Freely available open source software
● Take a .deb, .rpm or docker image, or compile using cargo
● https://rotonda.docs.nlnetlabs.nl
● https://github.com/NLnetLabs/rotonda/

https://rotonda.docs.nlnetlabs.nl/
https://github.com/NLnetLabs/rotonda/
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and help us out!

● We are not operators
– we don’t run a network
– we don’t have any routing hardware

● Publicly available non-unicast (test)data is hard to come by
– .pcaps welcome!

● BMP export implementations all have their surprises
– Moreover, BMP as a protocol is still evolving. Any input/data is useful for us.
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