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BMP, oversimplified
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Introducing Roto




Introducing Roto
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Roto: high-level feel, strongly typed, compiled

Syntax highlighting!

filter bmp_in tbmp_msg: EBmpMsg, ingress_info: Ingressinfol) o

let = H5Z21321

if is_ibgpt
f Don't store iBGF
Feject

Foelse {
aCccept

¥




Roto: high-level feel, strongly typed, compiled

Type checking and useful error messages!

filter bmp_intbmp_msg: BmpMsg, ingress_info: Ingressinfol) {
let = 185.45. 1480 . BW/253, # <-- 00Ops

if is_ibgpt
reject

}oelse {
accept




Roto: high-level feel, strongly typed, compiled

Type checking and useful error messages!

rotonda: :manager: Unable to load main FEoto script: Type error: mismatched tuypes
—[ /home/luuk/code/srotondasaxum—apisetc/filters. roto:81:24 ]

g1 if bmp_msg.is_ibgp! oA

expected Asn . found Prefix




Roto: high-level feel, strongly typed, compiled

Compiled!

filter bmp_in tbmp_msg: EBmpMsg, ingress_info: Ingressinfol) o

let = H5Z21321

if is_ibgpt
f Don't store iBGF
Feject

Foelse {
aCccept

¥




Roto: high-level feel, strongly typed, compiled

Compiled! From Roto to Cranelift IR,

blocks:

V20 fadd_imm.igd «27%, 4
Y25 load.i3dZ aligned w28
v - w29

jump blockk

iconst.ib6d HMxohof_Zcfd_Habh
l1l_indirect sigl, w32(v3il, v3@) vova? = BwxbSEBT_Zcfd
1l fnliv3ad, w3i@)
load.i6d aligned w33
load.ied aligned va3+i
load.i6d aligned w3a+le
load.i64 aligned w3id+Z4
aligned w35, wdd
aligned wvib, w3id+f




Roto: high-level feel, strongly typed, compiled

Compiled! From Roto to Cranelift IR, to actual x86_64 (or ARM64)!

blockS:
V28 iaddidmm libdl w27, 4

vZ29 load.i32 aligned vZB&

wd 7 =2 vidd { 1

jumprb ks
roto::codegen:

HlockE: - blockd: ; offset HxA
Y92 = { Ppushg %rbp
cq19 movg Arsp, Grbp
call f subg FHEx148, %rsp
w35 mowvg Arbx, Hxl1l1H{%rsp)
V36 movg ArlZ, Hxll8(%rsp)
w37 mowvg 4Arla, HxlZECNrsp)
mowvg 4ld, HxlZ80%rsp)
movg 415, HxldH(%rsp)
movg Ardi, HxfH{Lrsp)
, Bxfolirsp

A=l










filter bgp_int

bogp_msg: BopMsg
ingress_info: Ingressinfo
oA

= H3b5536
= MO_PEER

match_aspath_origint
log_matched_origint

contains_communityf
log_matched_communityf

filter bmp_int
bmp_msg: BmpMsog
ingress_info: Ingressinfo

let = H512345
let = AS65536
let = community(H

if is_peer_douwn() 1

log_peer_downt)
Iy

if is_ibgpt

gspath_contains(




filter bgp_izm

bgp_msgy BopMso
ingress_wnfo: Legressinfo
oA

= H3b5536
= MO_PEER

match_aspath_origint
log_matched_origint

contains_communityf
log_matched_communityf

filter bmp_ ipr
bmp_msgq BmpMso
ingress_sNpfo: sogressinfo

let = H512345
let = AS65536
let = community(H

if is_peer_douwn() 1

log_peer_downt)
Iy

if is_ibgpt

gspath_contains(




filter bgp_izm
bgp_msgy BogpMso

ingress_wnfo: Legressinfo
oA

= H3b5536
= MO_PEER

match_aspath_origint
log_matched_origint

contains_communityf
log_matched_communityf

filter bmp_ ipr
bmp_msgq BmpMso
ingress_sNpfo: sogressinfo

let = H512345
let = AS65536
let = community(H

is_peer_down() 1
log_peer_downt)

is_ibgpt

gspath_contains(










filter rib_in_pref
route: Foute
ingress_info: Ingressinfo

contains("my_prefi
log_prefix( pref




filter ribAn_pr e
rodtey Route
ingress_dinfo,slngressinfo

contains("my_prefi
log_prefix( pref













filter rib_in_pref
route: Route
ingress_info: Ingr

contains{"my_prefixes
log_prefix )




filter rib_in_pref
route: Route
ingress_info: Ingr

contains{ " my_prefixes prefix()) i
log_prefix "

s effect when an RTR unit is configured in rotonda.conf
check_raowi )

# Only has

accept










virp_uUpdateivrp_update: VrpUpdate) |
contains("my_asns” asnitl) A

entry() . timestamped_custom({"[RTR] (my asns):
Wwrite_entryf)

covers( 'my_prefixes
timestamped_print("[RTR] (my prefixes):

accept
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fn rib_in_rov_status_updatel(rov_update: RovsStatusllpdate) 1

if has_changed() A
# Only log whenewver something changed to Invalid:
1f current_status() . is_invalid() |
timestamped_print("[RTRI" +

# When it concerns ang of 'mu_prefixes', alwaus log:
if covers('my_prefixes
timestamped_print("[RTR] (my prefixes):
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fn rib_in_rov_status_updatel(rov_updatey RovsStatusllpdate)

if has_changed{) {1
# Only log whenewver something changed to Invalid:
if current_status(). is_invalid() {
timestamped_print("[RTRI" +

# When it concerns any of ‘my_prefixes', always log:
if covers('my_prefixes

timestamped_print("[RTR] (my prefixes):




fn rib_in_rov_status yndateiroy_update: FovwStatusUpdate) |

if haE_Ehaﬂged[} 1
B Only Nogg whenever somedhing changed to Inwvalid:
if st ctatus() . is _invalid() {1
estamped_print("[RTR1" +
# When it concerns any of '‘my_prefixes', always log:
i f covers('my_prefixes

timestamped_print("[RTR] (my prefixes):




fn rib_in_rov_status_updatel(rov_update: RovsStatusllpdate) 1

if has_changed{) 1
B Only log whepewe™ Something changed th=knyalid:
if current_status(). is_invalid() 1
tamestamped_print("[RTRI" +
# When it concerns any of '‘my_prefixes', always log:
if covers('my_prefixes
timestamped_print("[RTR] (my prefixes):




fn rib_in_rov_status_updatel(rov_update: RovsStatusllpdate) 1

if has_changedi) 1
# Only log whenewver something changed to Invalid:
if current_status(). is_invalid() {
timestamped_print("[RTRI" +

# When it concerse<dfy of 'my_prefixes', alwaus log:
if overs(i ' my_prefixes
timesimmpad Oorint("[RTR] (my prefixes):




rotonda: :units: rib_unit::unit: got RTR Serial
Fotonda: runit Fib_unit::unit: pushed P for ¢ : fram
rotonda: :units:rib_unit::unit: removed YEF for 1. % ’—-24 from
Frotonda: :units:  rib_unit::unit: pushed YRP for f 93, from H
g :units: rib_unit::unit: pushed ¥YRP for . B/24-24 from 1<
1 [RTRI[NotFound] vali . 1.0 aoriginated
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Getting JSON out of Rotonda

« /api/vil/ingresses[?filter[type]=bgp|bmp]|...]
Query for ingresses and their session information

« /api/vl/ribs/ipv4unicast/routes
/api/vl/ribs/ipv4unicast/routes/185.49.140.0/23

Query for stored routes per address family




Thank you RouteViews!

v.routeviews.org/routeviews/ B N %

HOME ABOUT FAQ PEERING TOOLS COLLECTORS MAP

SUPPORTERS BLOG CONTACT

University of Oregon RouteViews Project

The University's RouteViews project was originally conceived as a tool for Internet operators to obtain real-time
BGP information about the global routing system from the perspectives of several different backbones and
locations around the Internet. Although other tools handle related tasks, such as the various Looking Glass
Collections (see e.g. TRACEROUTE.ORG), they typically either provide only a constrained view of the routing system
(e.g., either a single provider, or the route server) or they do not provide real-time access to routing data.

While the RouteViews project was originally motivated by interest on the part of operators in determining how the
global routing system viewed their prefixes and/or AS space, there have been many other interesting uses of this
ws data. For example, NLANR has used RouteVi

e utilization ( ). Others have used Route

ws data for AS path visualization and to study IPv4

vs data to map IP addr

s to origin AS for various



"meta":
"data": {
"nlri":
"routes":
{
"status": "active',
“ingress": {
"id": 39,
"ingress_type”: "bgpViaBmp",
"parent_ingress”: 3
“"remote_addr™: " .
“"remote_asn": 51619,
"rib_type": "AdjRiblIn",
"peer_rib_type": "inPi
"peer_type”: "Globall
I,
"rpki™: {
"rov": "walid"

}J
"pathAttributes™: I

{
"origin”: "Igp"




"routes":
{

"ingress":
"id": 39,
"ingress_type”: "bgpViaBmp",
"parent_ingress”: 3
“"remote_addr™: " .
“"remote_asn": 51619,
"rib_type": "AdjRiblIn",
"peer_rib_type": "inPi
"peer_type”: "Globall

I,

"rpki™: {
"rov": "walid"

}J
"pathAttributes™: I

{
"origin”: "Igp"




"meta":
"data": {
"nlri":
"routes":
{
"status": "active',
“ingress": {
"id": 39,
"ingress_type”: "bgpViaBmp",
"parent_ingress”: 3
“"remote_addr™: "
"remote_asn":
"rib_type": "A
"peer_rib_type'
“"peer_type"”: "Gipoball

C 1

I,
"rpki™: {
R ov s "valid"

}J
"pathAttributes™: I

{
"origin”: "Igp"




"meta":
"data": {
"nlri":
"routes":
{
"status": "active',
“ingress": {
"id": 39,
"ingress_type”: "bgpViaBmp",
"parent_ingress”: 3
“"remote_addr™: " .
“"remote_asn": 51619,
"rib_type": "AdjRiblIn",
"peer_rib_type": "inPi
"nees <bype’: "Globall
N
"rpki™: {
"rov": "walid"

}J
"pathAttribuied”: I

{
"origin”: "Igp"




{
"meta":
"data": {
"nlri":
"routes":
{
"status": "active',
“ingress": {
"id": 39,
"ingress_type”: "bgpViaBmp",
"parent_ingress”: 3
“"remote_addr™: " .
“"remote_asn": 51619,
"rib_type": "AdjRiblIn",
"peer_rib_type": "inPi
"peer_type”: "Globall
I,
"rpki™: {
"rov": "walid"

}J
"pathAttributes™: I

{
"origin”: "Igp"




Getting JSON out of Rotonda: simple filtering

« /apil/vi/ribs/ipv4unicast/routes/145.100.0.0/15

?include=moreSpecifics, # include, you know, more specifics

&filter[ribType]=1inPre # routes 1in AdjRibIn pre-policy
&filter[rovStatus]=valid # && only ROV valid
&filter[originAsn]=1133 # && originated by AS1133

&filter[community]=AS1103:9876 # && and contains this community




Getting JSON out of Rotonda: simple filtering

« /api/vl/ribs/ipv4unicast/routes/145.100.0.0/15

?include=moreSpecifics, # include, you know, more specifics
N\

/7 N\
&filter[ribType]=inPre #{roQtes in AdjRibIn pre-policy
&filter[rovStatus]=valid #: && ‘only ROV valid
&filter[originAsn]=1133 H && !originated by AS1133
&filter [community]=AS1103:9876 #) &&'nand contains this community
\\ /

~?
All filters are boolean AND’d

(More filters, includes and other options are described in the docs)



Filtering JSON responses using Roto

« /apil/vi/ribs/ipv4unicast/routes

?include=moreSpecifics, # on /routes, this is default

&function[roto]=hidden_hop # use a roto function to filter




filter hidden_hoptattir: FathHttributes) o
match otoci)
some ) ]

match aspathi)

Same ) 1

if not contains

accept

T else A
e ject

None reject

1 reject t




"active",
"ingress": {
“id": 39,
"ingress_type": "bgp¥YiaBmp",
"parent_ingress"”: 3,
“"remote_addr": "185.1.167.88",
"remote_asn”: 51A19,
"rib_type": "AdjRibIn",
"peer_rib_type": "inPost",
"peer_type": "Globallnstance"
I,
"rpki": o
"rov": "notFound"
1,
"pathAttributes”: I
{
"asPath": I




"active",
"ingress": {
“id": 39,
"ingress_type": "bgp¥YiaBmp",
"parent_ingress"”: 3,
“"remote_addr": "185.1.167.88",
"remote_asn”: 51A19,
"rib_type": "AdjRibIn",
"peer_rib_type": "inPost",
"peer_type": "Globallnstance"
I,
"rpki": o
"rov": "notFound"
1,
"pathAttributes”: I
{
"asPath": I




/metrics

* Prometheus style metrics, enabling for monitoring and alerting

e Built-in Rotonda-related metrics

— Soon to be overhauled

— Some of the metrics might currently be off, don’t trust these blindly

* and of course...



User-defined metrics via Roto!

filter bmp_intbmp_msg: BmpMsg, ingress_info: Ingressinfo) o

if withdrawals_count() >= 5 A1
increase_counter(
"packed_withdrawals{{peer_address=
peer_asn= ' {1ingress_info.peer_asni)

fingress_info.peer_addressil)} ', &
P




User-defined metrics via Roto!

filter bmp_intbmp_msg: BmpMsg, ingress_info: Ingressinfo) o

if withdrawals_count() >= 5 A1
increase_counter(
"packed_withdrawals{{peer_address=
peer_asn= ' {1ingress_info.peer_asni)

fingress_info.peer_addressil)} ', &
P

t curl -5 "http://localhost:8BABL/metrics” | grep packed_withdrawals

# TYPE packed_withdrawals counter
roto_user_defined_packed_withdrawals{peer_address='185.49.1468.18", peer_asn='A52113211 1










Open-ish question

e Streaming out at high volume

- Kafka, though what should the schema look like, exactly?

— Any other alternatives? What would be a good fit for you?




Concluding, Rotonda today

* Ingest and store high volumes of routing info in memory
* |Pv6/IPv4 unicast (and multicast)
* Interaction via HTTP JSON APl and minimal web Ul




Rotonda Stomorrow

 Non-unicast address families
- e.g.L3VPN, FlowSpec, (BGP-LS?)
— ADDPATH

Expose ASPA to Roto

Persistent storage to disk

Interaction via CLI

YANG-based configuration



Give it a go now

* Freely available open source software

Take a .deb, .rpm or docker image, or compile using cargo

https://rotonda.docs.nlnetlabs.nl
https://github.com/NLnetLabs/rotonda/



https://rotonda.docs.nlnetlabs.nl/
https://github.com/NLnetLabs/rotonda/

Giveitago

Releases o

© 0.5.0 'Mosaique Public' (Latest)

Today



https://rotonda.docs.nlnetlabs.nl/
https://github.com/NLnetLabs/rotonda/

and help us out!

* We are not operators

— wedon’trun a network

- we don’t have any routing hardware

* Publicly available non-unicast (test)data is hard to come by
- .pcaps welcome!

* BMP export implementations all have their surprises

— Moreover, BMP as a protocol is still evolving. Any input/data is useful for us.
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